punoxenne No2. Huadopmanmonnag AMSTKA 15t 06y qaromuxes s PasMemenus ua
opHIHATLHBIX I/Iﬂ'repneT-pecypcax

BO3SMOXHOCTeH, uHTepHeT Hecer npobsemsl. IT1a mamsTka ACIDKHA OMOYb Tebe Gezomacko
HaxonuTtecy B CeTH.

Komnviomepnuie 8UPYCoL

Komneiorepugrit BADYC —  3T0  pasHoBHmHOCTE KOMIBIOTEPHBIX  Iporpamm
OTIMIHTENBHOR  0cobGennocTEIO KOTOpo#  sBnsiercss  cmocoGHocTy, K pasmMHOXeHHI0. B
ZOUOTHEHHE K 3TOMY, BHPYCBI MOTYT MOBpemuth wm TIOTTHOCTBIO yHHYTOXHTE Bee daiisr u
AQHHBIE, MOIKOHTPOILHEIE TI0JIB30BATENMIO, OT HMeHH KOTOporo 6buta 3anymena 3apakéHnas
porpamma, a Takie TOBPEAT MM fake yHHYTOMHTE OTCPALMOHHYIO CHCTeMY cO Beemy
haitnamu B yenom. B OosbmmHCTBE C1yyacy PaClpoOCTpansioTes Bupycyr Y€pe3 HHTEpHeT.

MeTOIILI 3allUTEI OT BPEOOHOCHBIX nporpamm:
1.

Hcnonssyit copemennge OTICPalHOHHEIE CHCTeMBl, HMEIOmuUe CephésHslit ypopens
SaIATEL OT BPENOHOCHEIX Iporpamm;

2. Tlocrosmno YCTaHaBNuBai mayry (tudporkie 3aIUIaTKH, KOTOpkle ABTOMAaTHYECKH

TBOEM HepCOHaNbHOM KOMHLI'OTCpC;

4. Hcnoneayii aHTHBUDYCHBIE IIPOrpaMMHbIe IIPOXYKTEI U3BECTHEHIX NIpOU3BOAHTENEH, ¢
ABTOMAaTHYECKHM OGHOBIEHHEM Oas;

Orpanuyg buzuueckui AOCTYI K KOMITIBIOTEPY 15 TIOCTOPOHHMX JimIy;
6. Hcnomssyis BHCITHHE HOCUTETH MH(OPMaLMH, Takue kax $nemxa, muck wim Gaiin u3

bt

7. He ortkpsisait KOMIIbIOTEpHEIE (haiir, TIOJIyYCHHBIE U3 HeHauEKHEX HCTOYHHKOB.

Haxe Te daiier, KOTOpBIe mpucnan TRojf SHaKOMbIH. Jlyume yroumy Y Hero
OTIIPaBIISUI M OH Tebe nx.

Cemu WI-FJ



1. He nepenmasait caoro THYHYIO HH(OpMaIuio depe3 obmenocrynueie Wi-Fi CETH.
Paoras B mux, XKCNIATEeIIbHO HE BBOIUTE [IapoNM  1OCTyma, JOrMHEI u Kakue-To

2. Hcnome3yis u 0OHOBISIH AHTHBUDYCHBIE TIPOrPaMMBI H Oparamayep. Tem camsny TBI
obesonacuus cebs ot 3akayxy BHpYCa Ha TBOE yCTpoiicTBo;

3. Tlpu wucnoms3oBanuy Wi-Fi orkmoun bynxumo  «O6mmit AOCTYN K (aiinam u
TpunTepamy. JlauHas bynkmus 3aKphITa 10 yMONYaHMIO, OgHAKO HEKOTOpEIe
TI0JIE30BATE N AKTHBHPYIOT e& 115 ynoGCcTBa HeONB30BaHMS B pabore min y4eGe;

4. He ucnompayit ny6nuansit WI-FI g IEPCauy JIHYHBIX JaHHBIX, Hanpumep s
BLIXOZa B COLMABHbIE CeTH My B SJIEKTPOHHYIO 1I0UTY;

5. Hnome3yit Tompko SAlIMIICHHOE COCNHHEHHE uepe3s HTTPS, a ge HTTP, t.e. npu
Habope Be6-anpeca BBoH HUMEeHHO «https://»;

6. B mobumszoM TenedoHe  oTKmOuH byHKIHIO «Ilonkmoverne g Wi-Fi
aBToMaTHyecku». He nonyckai aBTOMAaTHYECKOr0 MOIKII0YCHHS YCTPOKCTBA K ceTsm
Wi-Fi 6e3 Toero cornacus.

Ll
Coyuanvnvie cemy

OcHoBHEIE COBETEI 110 6e30nacHoCTH B COLIHAJILHEIX CEeTAX:

1. Orpanmas cnucox Aapysei. YV tebs B APY3bAX HE MOJKHO ObITH CIyYalHBIX u
HE3HaKOMBIX Jozieit;

2. 3amumait cporo HaCTHYIO xu3Hb. He ykasrpsaij T1apomy, Tenedonsl, anpeca, nary

BI, 4TOOBI Apyrue monb3oBaTeny BHIICIH, YTO THI 3arpysxaemms? Honymait, npexze
€M 4TO-T0 ony6muKoBaTh, Hamucars i 3arpy3uTh; '

K OHOMY MECTYy, a He BO BCe Cpazy.

Inexmponnvie denpoy

OneKTpoHHsIe feHpry — 9TO 04€Hb yHOOHELI CrocoG InaTexest, oquako CymecTByroT
MOIICHHUKH, KOTOpBIE XOTST IIOTYYUT 3TH 1eHbry.

=3a 3TOro BO MHOr HX



TaKHe KaK 3Hak Jo/utapa, bynTa, BOCKTMIATENbHBIN 3HAK 1 T.11. Hanpuwmep, $tROng!;;
4. He BBo1u cBon TMHBIE TaHHEIC Ha caifTax, KOTOPEIM He foBepsiems,

Onexmpounan noyma

OnexTpo
IOIIy4EeHHIO 3JIeKTPOHHBIX CoOOIenHii, KoTOpEIe pacnpenenstorcs B KOMIIBIOTEPHOH cerh.
O6rruno SNCKTPOHHBIH  NOYTOREIH SIMK  BBITVISAHT CIeAyIomuM  o6pasom:

I/IM}I_HOJIBZ!OBaTeJD]@HM}I_IIOMeHa. Taioxe  xpome fiepenatn  mpoctoro rekcra, HMeeTcs
BOSMOXHOCTS ItepenaBath (aiis.

TICPBEIH B peiiTunre;

2. He ykassmaii B JHYHOH MOYTe JmymHyio HHOpMarmro, Hanpuwmep, Ay4qie BeIGpaTh
(MYSBIKABHBIN_anar@y uym «pok2013» BmecTo «remal 3y 3

KOZ, npuchuIaeMbIii o SMS;

4. BeiGepu cnoxmprii 1apomb. Jlns kaxmoro mowrosoro AIHKa OJDKEH OBITH cBOl
HaJeKHBIA, YCTOHUMBLL Kk B3JIOMY 1apoiis;

5. Ecim ecrs BO3MOXHOCTh Hammcary CaMOMy CBOM JIHYHEL; BOIIpoc, uenoms3yit 3Ty
BO3MOXHOCTE;

6. Ucnomssyii HECKONIbKO MOYTOBBIX SIpKOB. Iepesit s wacrrols NEPEnucKy ¢
allpecaTaMe, KOTOpeIM Tp AOBEPACIIL.  DTO  3neKTpoHHELf azpec He Hajo

8. Ilocre oxomyanms PaboThI Ha moYTOBONM ce
CaHTOM He 3a6y b Haxars, Ha «BeriiTmy,




Kubepbynnunz uny, 6upmyanenoe usdesamenscmeo

Kubep6ymmmr npeciienoBanue coobmennsamuy, cozepxamumu OCKOpOneHus,

arpeccHIo, 3amyrupanpe; XYIHraHCTBO; conuambHOe BolikoTupoBanue ¢ TIOMOIBIO pa3muurpx
HHTEPHET-CepBUCOB,

OcHoBHEIe copery; 10 6opebe ¢ KubepOymuaron:

1. He 6pocaitcs 5 6oit. Jlyummii cnocog: TI0CoBeTOBaTECS Kak cebs Becty H, eciu Her
TOro, K KOMy MOHO o6patuTses, To BHAuaye ycnokoutscs. Ecmu Ty HayHenrp
OTBEYATh OCKOPGIEHHSAMH Ha OCKOpGIeHHS, TO ToMBKO eme Gonbme pasoxokenrs

Ynpasnsit caoeit kubGeppenyranuei;

AHOHHMHOCTH B ceTy MHIMasL. CymecTByioT crnocoGss BBIACHHTB, KTO CToMT 32
aHOHHMHBIM aKKayHTOM;

4. He crour Becty XYIUTraHCKu# 06pa3 BUPTYaILHOM XU3HY. Unrepner duxcupyer pce
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8. Ecmm g CBUICTENb  KHOepOymmura, Tsou neiicTeus: BRICTYIIUTE  npoTup
TIpecnenosarens, mokasary, €My, 9TO ero neiicTBug OLIEHUBAKOTCH HEraTHUBHO,

rron,aepx(a'rb KE€PTRY, KOoTOpou HYXHa IICHXoNnoruyeckas IoMomp, COOﬁIIIHTB
B3pocnemM o Q)aKTC arpeCCUBHOrO TNIOBEICHHUS B CEeTH.

Mobunvrui; meneghon

CoBpemenngre CMapTGOREl ¥  mraHmers coaepxar B cebe Bmojme B3POCIIIH
bynknmonan, g Teleps oHu Moryr KOHKYpHpOBaTh co CTallHOHAPHBIMK KOMIIBIOTepamy,
Onnako, cpencrp SALIHTHI 17151 110,106HbrX YCTPOHCTB noka ouens mayo, Tectuposanue TIOHCK

YA3BEMOCTEH B Hux IPOMCXOMMT He Tak HHTEHCHBHO, KaK s IIK, 10 xe camoe Kacaercs u
MOGHITEHBIX IIPUTIOXKEHHIA,

CoBpemennre MOGHIIBHEIE Opay3zeprr yixe NIPaKTHYeCKH normanmy HACTO/bHEIE aHanorm,
OIHAaKO pacin

HpeHHe Qynkimonaa BIIEYeT 3a coBoij bonmburyio cnoxmocts, U MEHbIIyI0
3aUINEHHOCTE,

OcHoBHEIe coers; A1 6e3onacHocTy MOGHIILHOTO Tenedona:

1. Humdyero ge SBJISeTCH TI0-HacTosmemy OecraTHb, Byns OCTOpOJXKeH, Bexp Korza
Tede mpemnaraor OecrtaTHEg KOHTEHT, B Hem MOTYT OBITE CKDBITBI Kakue-To
InaTHele ycmyry;

2 Hymaii, IIpexe yem 0TnpaButs SMS, dboro mwm Buzaeo. TwI Toyng 3Haeus, rae ony
Oyayr B KOHEYHOM uTore?

3. Heo6xomimo OGHOBIATE OnepaunoHnyro CHCTEMY TBOero cMaptdoHna;




5. He 3arpyail IpHIOKEHHS OT HEU3BECTHOTO HCTOYHHKA, Beb OHH MOTYT COIEPKaTh
BPEZIOHOCHOE IPOrpaMMHOe 00eceYeHueE;

6. Ilocme Toro xax ThI BEIAZEWb ¢ caifTa, rjie BBOAWI JIHYHYIO HHPOpMALIUIO, 32l B
HacTpOMKHU Opaysepa U yaanu cookies;

7. Ilepuonudecku npoBepsii Kakue IUTaTHBIE YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEDE;

8. Jlamait cBoif HOMEp MOOUIBLHOrO TenedoHa TOJBKO JIOAAM, KOTOPHIX THI 3Haelb U
KOMY JOBEpSCLb;

9. Bluetooth nomken ObITh BBIKJIFOYEH, KOTJa Thl MM HE mojb3yembcs. He 3aOrniBaif
MHOTZa IPOBEPSTH 3TO.

Online uepwvl

CoBpemeHHBIE OHJIAHH-UIPHI — 3TO KpacOuYHble, 3aXBaTHIBAIOLIME pa3BJICYCHHUS,
00BEIMHSAIOLIME COTHH THICSY YEJIOBEK MO BCceMy MHpY. VIrpoku HCCIERyIOT JaHHBIA MM MUp,
o0maroTes Apyr ¢ Apyrom, BBIIOIHSIOT 3aJaHUs, CPAXKAIOTCS ¢ MOHCTPAMH ¥ MONYYAOT OIBIT.

3a ynoBOJBCTBHE OHM IUIATAT: NOKYNAIOT IMCK, OIUIAYMBAIOT a0OHEMEHT WM NpUOGpeTaroT
KaKHe-TO OITLIHH.

Bee otm cpeactsa mMAyT Ha NoANepKaHHE H Pa3sBHTHE HIPH, a TAKXKE Ha camy
0e30macHOCTh: COBEPINEHCTBYIOTCS CHCTEMBI aBTOPH3AlMH, BBITYCKAIOTCS HOBHIE IATYH
(uabpoBEsIe 3aTUIaTKH JUIS IPOrPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nomoGHBIX Mrpax CTOMT omacaThCsi HE CTOJIBKO CBOMX COIEPHMKOB, CKOJBKO KPaKH
TBOETO NIapOJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALMHA OONBIIMHCTBA UIP.

OcHOBHEIE COBETHI 10 6€30MaCHOCTH TBOETO UIPOBOTO AKKAYHTA:

1. Ecnu apyroit urpok BeieT cebs II0X0 WM co3haeT Tebe HeMpHATHOCTH, 3a610KUpYH
€ro B CIIUCKE HTPOKOB;

2. Tloxamydics anMHHHCTPAaTOpaM MIPhl Ha IUIOXO€ I[IOBEJCHHE OTOr0 HIPOKa,

XKEJIATEJIbHO NPHJIOKHUTH KAKHEe-TO JOKa3aTeIbCTBA B BUIE CKPHHOB;

He yxaspiBait muuHyto HHGOpMaLio B ipodaiiie urpsl;

YBaxail Apyrux y4acTHHKOB IIO HIDE;

He ycranapnupaii Heouuuanpuele naTyu U MOJIBL,

Wcrnone3yit c1oXHBIEe B pasHbIe NAPOJIH;

Haxe BO BpeMs HIPBI HE CTOHT OTK/IIOYAaTh AHTHBHPYC. IToKa ThI Mrpaemrs, TBOH
KOMITBIOTEP MOTYT 3apPa3UTh.

S ONID e R

Duuiun2 UNU Kpasica 1UYHslX OGHHbIX

OGbraHoit Kpaxell JeHer W JOKYMEHTOB CErOAHS YK€ HHKOTO He YAHBHINb, HO C

Pa3sBUTHEM HMHTEPHET-TEXHOJIOTUH 3JIOYMBIIJICHHUKH TIEPEMECTHUIMCE B HHTEPHET, U
MPOJOJDKAIOT 3aHUMATHCS «TFOOMMBIMY [IEJIOM.

Tak nosBunace HoBas yrposa: HHTEPHET-MOLICHHHUYECTBA WUJIH CI)HIIIPIHI‘, TIaBHas LEJIb
KOTOpPOro COCTOMT B IIOJIYYEHHUH Kombnneuunanmmx JAHHBIX IOJIb30BATENIEH — JIOTHHOB U

napone#. Ha anriuiickom sispike phishing unraercs xax gummnr (ot fishing — prIOHas JI0BIIs,
password — mapons).

OcHoBHEIE cOBETHI 110 Gopsbe ¢ hummHroM:

1. Cnemm 3a cBomMm axkaynTtoM. Ecimu ThI NOJI03peBacilib, YTO TBOS aHKETa ObUIA

B3JIOMaHa, TO HeOOXOIMMO 3abJIOKMpOBaTh €€ M COOGIIMTEH aJIMHHHCTpaTOpam
pecypca 06 3ToM Kak MOXHO CKOpee;




2. Hcnonssyit  6GesomacHbie BeO-caifiTE, B TOM YUCIIe, HHTEPHET-MarasuHOB H
IIOHCKOBBIX CHCTEM;

3. Hcnoms3yit cnoxusie u pasHele mapomu. TakuM oGpasom, ecnu Tebs B3JIOMAlOT, TO
3JIOYMBIIUIEHHAKH I10JIy4aT JOCTYII TOJIBKO K OZHOMY TBOEMY MpPOQHIIO B CETH, a He
KO BCEM;

4. Ecim tebs B3nomaim, To HEOOXOMMO IIPeIyNPeNHTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIe 100aBIIeHb! y Te6s B APY3bsX, O TOM, 4TO Tebs B3JIOM&JIA U, BO3MOXHO, OT
TBOCTO HMEHM OYET pacChUIATLECS CIaM ¥ CChUIKH HA ¢ummHroBEIe CalfTHL;

5. YcraHOBH HameXHbIHA T1apoITH (PIN) ra MoGHIBHBII Tenedow;
6. OTkmoun coxpanenue napoiist B Gpaysepe;
7. He orkpsiBait daitier u APYTHE BIIOXKCHUS B NHChMaX AK€ €CIH OHM NPHUULIHA OT
TBOMX Ipy3ei. Jlydme yroynu y Hux, OTIPABJIAIHM JIH OHM Tebe 3TH daiisl.
Hugpposas penymayus

[udposas penyraumus - sto HCTaTHBHA] WM MO3MTHBHAS MH(POPMANHS B CETH 0 TeGe.
Komnpomerupyromas HH(OpManys pa3Memensas B MHTEPHETE MOXET Cephe3sHBIM 06paszom

OTPasHTECA HAa TBOEH peajbHOU KHU3HH. «udposas penyranms» - 310 TBOI HMHUJDK, KOTOPBIH
dopmupyercs u3 uHpOpManuH o Tebe B HHTEpPHETE.

TBoe mecto xuTenscrsa, y4eObl, TBoe puHAHCOBOE TI0JIOXKCHHE, OCODEHHOCTH XapakTepa
H paccKasbl 0 GIIM3KMX — BCE 3TO HAKAIUIMBACTCS B CETH.

MHOrHe moIpoCTKY JIErKOMBICTHEHHO OTHOCHTCS K nyOnuKanum mudHON HEbOpManuH B
WHTepreTe, He MOHEMAs BO3MOXKHEIX nocnencTeui. Thl naxke He CMOXKEIIb JOrafaThes o TOM,
4To oTorpadust, pasmemennas S et Hasaj, cTajla IpUYMHON OTKasa PHHSTE Te6d Ha pabory.

KommenTapuu, pasmemenne Teoux dororpadmit u napyrme neiicrBus MOI'yT He
HCYESHYTh JaXe MOCie TOro, Kak Thl HX yaamwmmb. Thl He 3HACMIb, KTO COXPaHHI 3Ty
MH()OPMANHIO, II0NANA JI OHA B NOHCKOBbE CHCTCMBI H COXPaHHWJIACh JIH OH4, a TNABHOE: YTO
noxymaroT o tebe okpyxaromee o, KOTOpBIC HAWAYT U yBHAAT 3T0. Haiitu HHbOpMaHIo
MHOT'O JIET CIyCTS CMOXeT JII0GOH — Kak u3 no0peIX MOGYXIeHHH, Tak u ¢ HaMepeHneM
TIPHIHHATE BPe/I. 3TO MOKET GBITh KTO YTOHO.

OcHOBHBIE COBETHI 110 3amuTe U pPoBOH penyTanmu:

1. Tlomymaii, npexzae yeM yTo-To myGIIMKOBATh M NepenaBarh y cebs B Giore wayu B
CONMATLHOM CEeTH;

2. B Hactpoiikax IPOGHIIS yCTAHOBH OTpaHMYEHHS Ha IIPOCMOTP TBOETO NPOGHUIS U ero
COACPIKUMOr0, CAeNall ero TOIbKO I Ipy3eiin;

3. He pasmemaii u e ykassmait HH(OPMAITHIO, KOTOPAs MOXKET KOro-mubo OCKOPOIATE
HIIH 0OMXKaTh.

Aemopckoe npaso

CoBpemeHHBIE IIKOIBHHKH— aKTHBHKE lIOJIb30BaTeNH  1HPPOBOro mpocTpaHcTsa,
Onnaxo panexo He Bce SHAKOT, YTO I0/Ib30BAHHE MHOTHMH BO3MOIKHOCTSIMH 1nbpoBoro mupa
Tpebyer cobmonenus npas na HHTCIICKTYalbHYIO COOCTBEHHOCTE.

TepMHH «PIHTeJUIeKTyaJ'ILHa.ﬂ COGCTBCHHOCTB» OTHOCHTCS K Pa3IMYHbEIM TBOPCHHUAM
9E€JI0BEYECKOro yYMa, Ha4YHHas C HOBEIX n306peTeHm>’1 H 3HAKOB, 0603Ha'-laIOHIHX CO6CTBCHHOCTI>

Ha TPOAYKTHI M YCIYrM , W 3aKaHuWBas KHHUTaMH, (pororpadusmu, KUHOQUIbMaMH |
MY3BIKJIBHBIMH NIPOH3BEICHUSIMIE.



ABTOpCKHE IpaBa — 3T0 Ipasa Ha HHTCJUIEKTYalIbHYI0 COGCTBEHHOCTS Ha IPOH3BENCHHS
HayKH, JIMTEPaTyYPLl H HCKYCCTBA. ABTOPCKHE IIpaBa BBICTYIIAIOT B Ka4E€CTBE FAPaHTHH TOIO, 4TO
WHTCIUICKTYATbHBIH/ TBOPUECKHH TPy1 aBTOpa He Oyxer HampacHsIM, nact emy crpasemmBsie
BO3MOXKHOCTH 3apab0TaTh Ha pe3yiIbTaTax cBOEro TpyZa, MOIYYHTh U3BECTHOCTH M NPH3HAHHE.
Huxkro 6e3 paspemenus dBTOPa HE MOXET BOCIIPOU3BOAUTH E€I0 IPOU3BEEHHE, PacIpoCTpaHsTh,
IyOIMYHO JIeMOHCTPHpPOBATS, TpO/iaBaTh, HMIOPTHPOBATH, MyCKaTh B NPOKAT, ITyOIHYHO
HCIOIHATD, II0KA3bIBATH/UCIIOIHATE B shupe wim pasmemars B Hrrepnere.

Hcnone3oBanue «muparckoroy IPOrpaMMHOTO 00€CTIEYEHHs MOXKET PHBECTH K MHOIHM
PHCKaM: OT NOTEPH NaHHBIX K TBOHM aKKAyHTaM 0 O10KUPOBKH TBOEro YCTpOHCTBa, rue
YCTAHOBICHHbIH He JeraibHas nporpamva. He cTouT Tamie 3a0bIBaTh, YTO CyIIeCTByeT
JieraibpHble M GecrIaTHbIe IPOrpaMMBL, KOTOpbIE MOKHO HaliTH B CETH.

O nopmane

CeTeBuYOK.p) — TBON rMABHEIA cOBeTUHK B CETH. 31eChb THI MOXEIb Y3HATH 0O
0e30macHOCTH B CeTH MOHATHEIM AOCTYNHBIM S[3BIKOM, & IIPH BO3HHKHOBEHHMH KPHTHYECKOHN
CHTYallMH OOpaTHTBCS 3a COBETOM. A Taxke TIpHHATE YYaCTHE B KOHKYPCaX H CTATh CAMBIM
UH(POBEIM rpakiaHuHOM !




